
Ascio’s Privacy/Proxy Service
Ensure anonymity for you and your customers



Privacy/
Proxy
With Ascios privacy and 
proxy services you can 
ensure ICANN compliant 
anonymity for you and your 
customer in the Whois.

Ascio Privacy Services

Our Privacy Service allows a domain name holder to be 
listed as the official owner but with alternate, valid contact 
data (such as a mail-forwarding service address) published 
in place of the registrant’s contact details. In other words, 
if you register a domain, your name would appear but your 
“real” contact details would be replaced by a new unique 
alternate address. 

Features:

•	 Default masking of Registrant and Admin-C contact data 
(excl. registrant real name)

•	 Flexible masking options. Choose what you want to 
mask, be it all or select contact details.

•	 Available for all ICANN governed TLD’s (gTLDs and 
New gTlds)

•	 Automated generation of unique mail address per 
masked contact, with received mails forwarded to the 
real contact.

•	 Privacy solution is compliant with registrant verification, 
ERRP, Whois-data reminders, and ICANN escrowing 
requirements.

Ascio Proxy Services

Our Proxy service ensures that the identity of a domain owner 
remains completely hidden from appearing in the Whois. The 
proxy becomes the registered name holder on record replacing 
that of the domain owner. Owners will still have full access to 
manage their domain but without their name appearing in 
the Whois.

Features:

•	 We mask ALL of the contact data
•	 The proxy will be the entity listed as the registrant in the 

Whois
•	 Available for all ICANN governed TLD’s (gTLDs and New-

gTlds)
•	 Automated generation of unique mail address per masked 

contact, with received mails forwarded to the real contact.
•	 Proxy solution is compliant with registrant verification, ERRP, 

Whois-data reminders, and ICANN escrowing requirements.

Keep your information confidential...

When you register or update a domain, the registrant 
contact details becomes publically available on a database 
known as the Whois. Acting like a telephone directory, it 
allows others to track down the owner of a domain if they 
need to. With contact data so readily available, it opens 
up the domain owner to potential identity theft, domain 
hijacks, and other illegal activities. However, you and 
your customers need not worry. With Ascio’s Privacy/
Proxy service you can:

•	 Keep domain owner identity confidential in the Whois 
directory.

•	 Provide protection against identity thieves, stalkers, 
and harassers.

•	 Prohibit domain hijackers 
•	 Offer a service that is fully ratified and compliant with 

ICANN

Existing Partner? Interested to know more? 
Here is some further info...

•	 Privacy Proxy services can be managed 
through Ascio’s Web Service (AWS) 
and partner portal

•	 It is possible to add Privacy / Proxy 
when registering or transferring in a 
domain

•	 You can add or remove Privacy / Proxy 
for existing domains at any time with a 
proper command

•	 We allow you to update all real social 
data for a domain and still keep  P/P 
active

•	 P/P must be removed from domain 
name prior to a transfer away

•	 We offer reporting for domains. with 
P/P, in their portfolio through our Portal 
and AWS



Public Whois
Example
Still not sure on how Privacy/
Proxy works? Then our example 
below should help you.

Why Ascio?

Interested in the Privacy/Proxy service and not 
already an Ascio partner? This is why we think 
you should join us. We offer:

•	 One connection - We realise the difficulties 
involved in registering multiple TLDs, so we 
offer one automated connection.

•	 All TLDs - We are able to supply whatever 
TLD you are looking for; be it gTLDs, new 
gTLDs, IDNs, or ccTLDs.

•	 Reseller support - Be it technical partner 
support, or strategic advice on TLDs, we 
tailor it for your needs.

•	 Domain transfer experts - Worried about 
transferring domains to Ascio? Don’t worry, 
we have done this before.

Whois with Privacy Service Whois with Proxy Service

Registrant
John Smith
Registrant.Domainname.com@domaintrustees.com

25 Canada Square
E14 5LQ Canary Wharf, London, UK
+44 123-456-789

Admin
Domain Trustees UK LTD 
Registrant.Domainname.com@domaintrustees.com

25 Canada Square
E14 5LQ Canary Wharf, London, UK
+44 123-456-789

Tech-C
Partner name
Partnermail@partnername.com

6789 Partner Mall
Hosting Town
(666) 987-6543

Billing
Partner name
Partnermail@partnername.com

6789 Partner Mall
Hosting Town
(666) 987-6543

Registrant
Domain Trustees UK LTD 
Registrant.Domainname.com@domaintrustees.com

25 Canada Square
E14 5LQ Canary Wharf, London, UK
+44 123-456-789

Admin
Domain Trustees UK LTD 
Registrant.Domainname.com@domaintrustees.com

25 Canada Square
E14 5LQ Canary Wharf, London, UK
+44 123-456-789

Tech-C
Domain Trustees UK LTD 
Registrant.Domainname.com@domaintrustees.com

25 Canada Square
E14 5LQ Canary Wharf, London, UK
+44 123-456-789

Billing
Domain Trustees UK LTD 
Registrant.Domainname.com@domaintrustees.com

25 Canada Square
E14 5LQ Canary Wharf, London, UK
+44 123-456-789

Always masked, but with the 
real owner name displayed

Masked by default
Can be unmasked optionally 

Not masked by default
Can be masked optionally

Not masked by default
Can be masked optionally

All contact data 
is masked



Ascio Denmark 
Arne Jacobsens Allé 15 
2300 Copenhagen

Denmark

Tel: +45 33 88 61 00 
Fax: +45 33 88 61 01

sales@ascio.com

www.ascio.com

Ascio Germany 
Landshuter Allee 12-14 
80637 Munich

Germany

Tel: +49 (0) 89 383 291 20 
Fax: +49 (0) 89 383 291 10

sales@ascio.com

www.ascio.com

About Ascio
Ascio is a leading expert in domain name management, and offers the full 
scope of domain names to its clients; be it gTLDs, new gTLDs, or ccTLDs. 
Founded in 1999 and ICANN accredited ever since, Ascio currently has more 
than two million domains under management and employs over 350 people in 
offices throughout the world. Ascio is responsible for the provision of Domain 
Portfolio Management services to more than 450 partners. These primarily 
include telecommunication and web hosting companies, internet service pro-
viders, and intellectual property law firms. 

Ascio is a separate division of Netnames Group Ltd., one of the world’s largest 
corporate brand protection specialists


